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OVERVIEW 

These guidelines iare intended to help Our Lady of the Lake University (OLLU) students, faculty, staff, 
alumni, guests, and other affiliates better comply with the intent of the University’s Technology 
Acceptable Use Policy (AUP). 

OLLU’s information technology resources and the access provided by the University to global networks 
and networked and digital resources are governed by University general policies and core values.  The 
principles and expectations set forth in these documents that apply to property, privacy, civility and 
publication in the physical sense also apply to those areas when they involve computers or mobile 
devices; when they entail use of, or publication via the World Wide Web, including, but not limited to, 
websites, message boards, tweets, wikis, chat rooms, social networks, media-sharing sites, and other 
similar electronic venues; when they involve participation in MOOCs or virtual reality or gaming 
environments, augmented reality, or whether the technology involved is something like multi-user 
gaming, University-provided voice technology such as telephony Unified Messaging, locally-produced and 
broadcast video, or YouTube or other public arena videos or images involving University activities or 
operations.  Individuals also are expected to be familiar with and comply with the requirements of the 
University’s Information Security Program. 

Some rules for appropriate use of the University's information technology resources derive from legal 
considerations.  For example, the University must ensure that its non-profit status is not compromised by 
inappropriate political campaign or commercial activity.  The University must also address actions that 
may violate its agreements with outside vendors. Additionally, these rules are intended to ensure that 
University resources and spaces are used to advance the University’s mission while enhancing and 
embracing our diverse community. 

The University is a "carrier" of information via electronic channels rather than a "publisher" and hence, 
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Because technology changes so rapidly, and the human imagination is boundless in exploring what 
technology can do, the Acceptable Use Policy will continue to evolve.  Therefore, the examples provided 
will also evolve over time. 

VIOLATIONS AND PENALTIES 

All faculty, students, staff, alumni, authorized visitors, and others who may be granted use of the 
University’s systems and network services or University-contracted services must comply with the 
University’s policies. When a member of the University community is found to be in violation of such 
policies, disciplinary action is handled by the normal University authority and via the normal disciplinary 
process that would apply for other types of infractions. When an authorized visitor is in violation of such 
policies, the University sponsor or host may be held accountable.  If the matter involves illegal activities, 
law enforcement agencies may become involved, as they would for campus actions that 
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University is presented with a valid subpoena or court order requiring that such information be produced 
(or preserved), or directing that the University assure that its employees produce (or preserve) such 
information, the University may be bound by law to comply.  Similarly, the University also may be 
obligated to disclose the identity of an account-holder or identity of the person who owns a computer or 
other registered network device, is responsible for a University-
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MANAGING ELECTRONIC INFORMATION (INCLUDING E-MAIL) 
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e-mail should retain copies of the work until certain that the instructor has received a legible copy.  
Acknowledgement by the instructor of receipt of a legible copy would be courteous and is encouraged. 

OUTSIDE E-MAIL 

Faculty, staff and students who have personal e-mail accounts with services outside the University should use only 
their University-provided e-mail accounts for communications regarding University matters. Using University e-
mail protects the privacy and security of University data; allows for verification of sending and receipt of critical 
correspondence regarding academic and other matters; and facilitates responses to subpoenas and other 
situations that may require the retrieval, inspection, or production of documents including e-mail. 

OLLU account-holders who have their e-mail copied or forwarded to an outside account must take care to avoid 
having these messages flagged as spam by their outside email service provider. Major Internet service providers 
potentially could bar all e-mail coming out from the OLLU domain when the provider's customers have marked as 
spam what the provider perceives to be as too many suspicious messages. Such incidents can interfere with the 
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If the individual suspects the breach involves illegal action by a member of the University community, the 
University's policy on reporting potentially illegal activity should be followed. 

ITS’s help line (210-431-3908 by telephone or helpdesk@ollusa.edu via e-mail) is the best place to start when 
reporting a potential data breach. If a related device is lost or stolen, a report should be filed as soon as possible 
with appropriate law enforcement.  If the incident occurred off-campus, even outside the U.S., a copy of the 
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Those who participate in social media as representatives or agents of the University should consult the Office of 
Marketing and Communications social media policies for additional guidance. 

USE OF THE UNIVERSITY’S NAME AND MARKS 

No individual or organization of the University may use OLLU’s name, logos or other identifiers (“marks”), or any 
marks that suggest OLLU or any OLLU organization, except to the extent that such individual or organization has 
been authorized by the proper University authorities or as permitted under trademark law. Deliberate misuse of 
the name of the University or other marks by any member of the University community will be regarded as a 
serious offense. 

DIRECTORY USE 

Information in OLLU’s on-line campus directories are provided solely for use by members of the OLLU community 
and by others who wish to reach a specific individual or resource at the University.  Use of the information for 
solicitation by mail, e-mail, telephone, or other means, or for creation of a database for such use or for other 
purposes, is prohibited.  Any member of the University community who misuses the data in such a way may be 
subject to disciplinary action. 

ENABLING OTHERS 

The privilege of using University equipment, wiring, wireless access, computer and network systems and servers, 
broadcast media, and access to global communications and information resources is provided to members of the 
University community and may not be transferred or extended by members of the campus community to people 
or groups outside the University without authorization. This includes providing network service to others through 
your own University network connection.  
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USE OF TECHNOLOGY FOR COMMERCE OR SOLICITATION 

COMMERCE 

Members of the University community are prohibited from using University information technology and digital 
resources for commercial purposes. Campus-based organizations claiming national or regional status must use 
non-University IT or digital resources, including Internet access, for non-University activities. 

University departments and groups that are authorized to conduct certain kinds of commerce and who take credit 
card information over the phone, over the campus network, or over the Internet must comply with the University 
Information Security Program and other standards related to such e-commerce.  

SOLICITATION 
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PROTECTING ACCOUNTS 



 

4/8/2019	5:55	PM	 Page	17	of	36	



 

4/8/2019	5:55	PM	 Page	18	of	36	

 

YOUR RESPONSIBILITY REGARDING SHARED IT RESOURCES 

 

APPROPRIATE USE OF SHARED RESOURCES 

The technological res
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may print and there may be restrictions on the types of use permitted.  Violations of such restrictions can result in 
the termination of licenses and the loss of access to resources that are important to the University’s mission.  
Before using such licensed resources, you will be provided notice of any relevant restrictions and are responsible 
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You must refrain from running servers or daemons without prior permission on shared systems you do not 
administer. 

You must be sensitive to special needs for software and services available in only one location, and cede access to 
those whose work requires the special items. 

Those with disabilities requiring accommodation through specialized hardware, software, or other technology 
must have priority in the use of such items.  If others are asked to cede access, they must do so. 

You must not prevent others from using shared resources by running unattended processes or placing signs on 
devices to "reserve" them without authorization.  Your absence from a public computer or workstation that you 
wish to continue using should be no longer than warranted by a visit to the nearest restroom.  A device 
unattended for more than fifteen minutes may be assumed to be available for use, and any processes running on 
that device may be terminated.   

Where the University has obtained very limited licenses for software, you must use only one share, not several 
concurrently. 
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ENSURING NETWORK PERFORMANCE 
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UNDER THE LAW 

The University, including its faculty, staff and students, must comply with local, state and federal law, including 
copyright law. 

Members of the University community may not knowingly assist others with use of the University’s information 
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create new art, literature, scholarship etc., without permission from the copyright holder.  For more information 
about how to apply the four fair use factors, please contact the OLLU Library. 

When doing academic work, you are responsible for properly attributing all material--data, images, ideas, sounds, 





 

4/8/2019	5:55	PM	 Page	27	of	36	

 



 

4/8/2019	5:55	PM	 Page	28	of	36	



 

4/8/2019	5:55	PM	 Page	29	of	36	

 

The University’s policy on reporting potentially illegal activity describes procedures for reporting, including the 
third-party-managed Hotline for those who feel the circumstances warrant anonymity. 
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Acceptable behavior:  You create and run a script that accepts information from a web form and sends the 
information to a single address or fixed set of recipient addresses. 

Violation:  You create and/or run e-mail server software configured to accept e-mail messages from arbitrary 
senders and deliver to arbitrary recipients (an open relay). 

Violation: Someone has "spammed" several electronic mailing lists to which you subscribe, so you "get him back" 
by sending seven hundred identical derisive mail messages to the person's e-mail address. 

About retaliation:  Retaliation in kind is not appropriate behavior, as it continues to victimize other people.  There 
are appropriate avenues for protest, which will not violate University policy.  See “Where to turn" in the section of 
this policy called "Protection for you."  

COMMERCE 

Acceptable behavior:  Your recognized campus organization publishes Web pages.  The group's home page 
contains this accurate information: "Membership in [name of group] requires payment of twenty dollars annual 
dues." 

Acceptable behavior:  You use e-mail to apply for a grant that will help pay for your textbooks and travel. 

Acceptable behavior:  Your child has outgrown an infant stroller and you want to sell it.  You use your University 
access to post a "for sale" notice to a community message board. (Use of your University email address in posting 
such a notice to an outside message board would not be appropriate under University policy.) 

Acceptable behavior:  You are a student seeking summer employment, and use e-mail to communicate with 
prospective employers. 

Acceptable behavior:  You are about to graduate from OLLU and use e-mail to communicate with potential 
employers. 

Acceptable behavior:  You are a faculty member whose scholarly publication is carried by an on-line bookseller; 
you make the book title on your web page serve as a "hot link" to the point of sale. 

Acceptable behavior:  Your recognized student organization has a CD that the group has been authorized to sell via 
the World Wide Web.  You offer it for sale following the regulations for e-commerce established by the Finance 
Office. 

Violation: You are an officer in a recognized University organization that is supported by fees from members and 
"friends of" the organization.  The organization has a webserver page explaining its activities.  Rather than just 
stating that support is by subscription from members and friends and stating factual information regarding fees, 
you post an appeal, "Send your dollars in now!  Support this cause at OLLU." 

Violati
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• FIRE - Foundation for Individual Rights in Education 

• PEACEFIRE - Teen Net Anti-Censorship Alliance 

• US Copyright Office homepage 

• US Department of Justice Computer Crime and Intellectual Property Section 

i OLLU gratefully acknowledges the permission to use content and structure from Princeton University to develop 

 


